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Review: Adversarial Attack
Adversarial Attack has two aims:

« Deceiving victim classifiers
« Deceiving human

Given an image zoi € [0,1]" and a target label yir € Y, the
optimization problem [1] to find an adversarial example z,qy:

mMin ¢1 D(Zori, Taav) + €2 f(Tadvs Ytar) St Tagy € [07 1]n (1)

where D is a distance function (commonly chosen from /1, /5,
or /..), and f is an objective function tied to the victim classi-
fier's prediction (e.g., the cross-entropy loss).

Probabilistic Adversarial Attack

By applying the box-constrained Langevin dynamics as an
optimization method to (1), we derive a probabilistic perspec-
tive of adversial attack [2]:

padv(xadv|1‘ori, ytar) X DPvic («Tadv‘ytar) pdis(xadvmori) (2)

where pyic(Tagy|ytar) < exp(—ca f(xagy, ytar)) is the victim distri-
bution and pgis (zagy | Tori) < exp(—c1 D(xori, Zagv)) is the distance
distribution.

If Dis ¢4, then pgis is a Laplace distribution; if D is squared /5,
then pgy;s is a Gaussian distribution.

We suggest replacing geometry-induced distributions with
PGM-learned distributions for pgs [2].
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Green: successfully fools the victim (surrogate) classifier; Red: fails.

prompt input

Stable Diffusion XL—Z222

Reference Aalto University

parameter input

[V] dog from DreamBooth [1] Szegedy, Christian, et al. “Intriguing properties of neural networks.” ICLR (2014).

Augmented dataset [2] Zhang, Andi, Mingtian Zhang, and Damon Wischik. “Constructing semantics-aware UNIVE RSITY
finetune [V1dog LoRA Model adversarial examples with a probabilistic perspective.” NeurlPS (2024). OFWARWICK



